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About Me
• Ultimate Records Nerd!

• Bachelors in English from Willamette University

• Masters in Library and Information Science from University 
of Illinois Urbana-Champaign  

• Was a Clerk from 2012-2022

• Received CMC in 2015

• Worked for 3 different WA cities

• Worked in private sector from 2022-2023 (for a Laserfiche 
vendor)

• Started LLC in 2023

• Have the honor of being an IIMC educator

• Currently have clients in OR, WA, AK, and NV!

• Live in Maple Valley, WA with husband, 2 kids, 2 dogs, & 1 
snake!



Terms and Acronyms
• Digital Records Management = Electronic Records Management (they are the same!)
• ECM = Electronic Content Management
• NARA = National Archives and Records Administration
• Redundancy = Back-up’s
• Repository = a place where things are stored
• Native Format = Original format of the electronic record
• DoD = Department of Defense
• Lossless Format = a type of compression that reduces the size of a file without sacrificing its quality
• Metadata = Information about the record
• Taxonomy = Classification of something
• MFA = Multi Factor Authentication
• OCR = Optical Character Recognition
• Index = Create Metadata (when referring to ‘indexing records’)



Housekeeping
• I am not a lawyer! My advice is based on experience, 

education, and research.
• This presentation is geared toward all clerks, please be sure 

to check your state and local laws prior to making any 
decisions!

• I apologize ahead of time if I get the laws in your area wrong
• I use stories to explain scenarios (this is not a sales pitch! Just real life!)

• I will likely talk about ECM’s a lot, Laserfiche is my favorite, 
but by no means the only option! If you want to chat about it 
more, feel free to shoot me an email!

Megan’s 
Recommendation



Core Concepts in 
Records Management



Why Are Records Important?

Operational Efficiency



Our Role as Records Managers

• Inform and educate (and gather proof of training!)
• Establish clear policies and procedures for compliance
• Provide tools to support successful implementation 
• Be a resource for questions (aka. Records Expert)
• Ensure staff have what they need to stay compliant 
• Oversee the final disposition of records in accordance with 

policy
Megan’s 

Recommendation



What We Cannot Control

• The types of records that people create
• When/How/Why individuals access certain records
• Whether others recognize the importance of retention and 

disposition
• The secret places people keep their records
• The random records people destroy!



What is a Record?



Records Explained by ARMA*

Any recorded information, regardless of medium, made or 
received and retained by an organization in pursuance of legal 
obligations, value to the government, or in the transaction of 
business. 

Permanent Record

Record determined to 
have sufficient value to 
warrant its permanent 
preservation. 

Temporary Record

Any records that have 
been determined to have 
insufficient value to 
warrant its preservation 
(i.e. records that have 
time-limited value).

Transitory Record

Records of (very) short-
term interest (180 days or 
less) and have little or no 
documentary or evidential 
value.

*Association of Records Managers and Administrators



What Does It Really Mean?
1. Created or received by the agency 
2. Connected to the conduct of public business
3. Captured in any format – paper, digital, audio, visual, etc.

A record is anything……



What is Records Management?



Records Management Defined

Defined as:

“The field of management responsible for the 
systematic control of the creation, maintenance, 
use, and disposition of records.”

-NARA (National Archives and Records Administration)



Records Management – Deconstructed...

The practice of ensuring that your organization:
• Captures and preserves reliable evidence of business 

activities and transactions



Records Management – Deconstructed...

The practice of ensuring that your organization:
• Preserves the integrity of records documenting business 

activities and transactions



Records Management – Deconstructed...

The practice of ensuring that your organization:
• Supports fast, reliable retrieval of documents when they're 

needed



Records Management – Deconstructed...

The practice of ensuring that your organization:
• Retains, preserves, and disposes records according to their 

value as defined in the retention schedule



The Records Lifecycle
The record is still active and 
can be modified or added to 
at any time (i.e. Contracts 
before they have expired). 
This is the period BEFORE 
the record is considered 
closed and ready to ‘live out 
its retention’

The record begins and is 
considered a working file 
– so it is in process of 
being created. 

The record is done 
living out its retention 
and is ready for 
disposition – destroy 
or preserve

The record is now 
being stored 
somewhere to live 
out its retention (e.g. 
Being kept for XX 
amount of time)

A specific date or 
event comes to pass. 
Afterward, the 
record is no longer 
active.



Physical Records 
Management



“Before anything else, 
preparation is the key to 
success,”

-Alexander Graham Bell



The Struggle is Real
How it started… How its going…



Storage Standards
• Ensure storage areas are pest-free 

with adequate structural support 
(metal shelving, no boxes on 
the floor, etc.)

• Avoid proximity to piping or drains
• Store records in filing cabinets or water-resistant boxes
• Maintain proper temperature and humidity
• Limit access to authorized personnel only
• Consider an “essential records protection plan”



Filing Systems and Organization

• Organize by high-level work functions (Depts)
• Use secondary and tertiary levels for activities and record 

types
• Label files, drawers, and boxes clearly (also list retention!)
• Utilize numeric systems for 

cabinets/shelves
• Maintain consistency 
• The fewer locations, the better
• Avoid rubber bands for the long-term



Inventory and Retrieval

• Create an inventory, establish a process for updating it
o The more detailed the better – you want to avoid having to go 

search through boxes
o This is where your numbering system will come in handy!
o List disposition dates and record owners

• Create a check-out system
• Conduct yearly audits to ensure accuracy
• Get creative (Excel isn’t the only option for tracking!)





An Argument for Eliminating Paper

• Running out of physical space
• Digitized records are more safe/secure
• Your organization is not able to properly maintain permanent 

records in accordance with archival standards
• Broader access for staff
• Multi-access options for staff
• Improved transparency (a ‘self-service’ system for the public)
• Increased efficiency 
• Decreases cost (in paper, in ink, in storage, in time)



NARA’s Move Away From Paper*

Obama 
Directive

Eliminate paper “to 
the fullest extent 

possible”

2012

Trump 
Directive

Set a deadline of 
Dec 31, 2022 to no 
longer accept paper

2019

Biden 
Extension

Lack of resources 
during COVID 

required a timeline 
extension

2022

Implementation

After June 30, 2024 
NARA no longer 

accepts transfers of 
permanent or temp 

records in analog 
format  

2024
*National Archives and Records Administration



But These Records are Permanent?!



Remember: we only want 
to keep one copy of a 

record if it is possible!

Presenter Notes
Presentation Notes
Unless otherwise required by your state/org



10 Min Break



Digital Records 
Management



https://www.instagram.com/p/DJ76IgnSLHS/?utm_source=ig_web_copy_link&igsh=MzRlODBiNWFlZA==










What’s the big deal? 
What’s so different about DIGITAL?

Digital records can be more complicated to manage than 
print records because:
• We now create more digital records than ever before
• They are often created without even knowing it
• If done correctly, access can be more widely 

controlled/limited
• In some ways it provides more restrictions or rules 

which can provide either more or less control
• They can be MUCH more complicated to organize (our 

brains operate differently when looking at analog 
items)

• They aren't always visible and can be ignored - 
therefore can easily get “out of control”

• Their integrity is easier to compromise



Healthy Habits 
for Successfully 
Managing your 
Digital Records



Healthy Habit #1: Limit Locations

Digital records management should not be a 
mirror of physical records management – it 
allows you to limit the number of storage 
locations for records – which, in turn, limits the 
amount of time spent on finding records (and 
ensuring they are being properly managed). 

Exception: Sometimes I like to store records in different locations 
depending on their stage in the records lifecycle.

SharePoint

Network Drives

Laserfiche

Desktop

Megan’s 
Recommendation



Healthy Habit #2: Ensure Record Integrity

Once a record is closed/cutoff it should no longer be 
edited. Therefore, you will want to save your records in a 
lossless format (such as tiff, pdf-a, or png) that does not 
allow modifications. 
Additionally, utilizing a software that allows for auditing 
and/or “document locking” adds an extra layer of 
reliability. 



Healthy Habit #3: Save Files in Preferred 
Format (vs. Native Format )

When it comes to electronic records, it was 
previously advised to keep them their native 
format, however this is no longer the preference.
 
Once inactive, to maintain record integrity and to 
better preserve electronic records over time, it 
may be necessary to migrate records to formats 
better suited for retention and preservation (but 
remember you may need to retain necessary 
metadata!). 



Healthy Habit #4: Apply Retention

Because an essential element of proper records 
management is applying proper records retention, 
being able to do so to your digital records has become a 
must for government entities in the digital landscape.

Some attempt to achieve this by storing their records 
according to their retention, however I have found that 
this is not ideal because doing this makes no logical 
sense to the user of the record, only the records 
manager.

Megan’s 
Recommendation



Rules Regulating Electronic Records Management
DoD 5015.02
Design Criteria Standard for Electronic Records 
Management Software Applications by the U.S. 
Department of Defense (DoD) – was developed in 
collaboration with the National Archives and 
Records Administration (NARA) to improve RM 
after the Gulf War and was first published in 
1997, its not required for local govt, only federal.
KEY ASPECTS OF COMPLIANCE
Any software used to manage records must be 
able to:
• Identify and classify records.
• Provide secure storage and easy retrieval.

• Apply retention and support proper disposal.
• Maintain audit trails.
• Implement robust access controls.
• Support FOIA and Privacy Act requirements
• Interoperate with other systems.
https://dodcio.defense.gov/Portals/0/Documents/Library/DoDRecordsStrategy.pdf 

ISO 15489 
International Organization for Standardization - 
Internationally Recognized Standard for Records 
Management Related Activities designed to 
ensure records are properly managed throughout 
their lifecycle, from creation to disposal, to 
maintain their authenticity, reliability, and 
usability. 
REQUIREMENTS & GUIDELINES
• Records and Metadata
• Policies and Responsibilities
• Records Control
• Processes
IMPLEMENTATION METHODOLOGY
• Evaluation
• Analyze business activities / assess existing 

systems
• Identify requirements
https://info.aiim.org/aiim-blog/newaiimo/2009/07/01/eight-steps-of-the-isotr-
1548922001-records-management-program-implementation-methodology 

https://dodcio.defense.gov/Portals/0/Documents/Library/DoDRecordsStrategy.pdf
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Healthy Habit #5: Ability to Browse and Search

Because folder structures are 
typically created for function 
and ease of access for the 
record creator, being able to 
search for a record (based on 
metadata) ensures the 
discoverability of the record 
in the future, regardless of 
the record owner.



Browsing enables a user to navigate 
through electronic files as if they 
were a library, allowing them to 
peruse their area of interest until they 
find something interesting. It’s best 
used when the type of record is known 
but it’s not clear whether or not the 
actual record exists. (e.g. “City 
Ordinances”)

Remember: This is why it’s 
important to have a simplified and 
easy to understand folder structure for 
files utilized by non-subject matter 
experts.

Good Folder Structures create 
effective browsing!

Searching is best utilized when you 
know what you are looking for 
and have a specific search term 
you can enter to find the record you 
are looking for. (e.g. “Noise 
Ordinance”)

Remember: searching for records is 
NOT like searching google! Google’s 
searches utilize a variety of complex 
algorithms that essentially allows it to 
ultimately know what you want. With 
ECM’s you need to know what you are 
looking for.  

Strong Metadata and Naming create 
effective searching!

Browsing Searching



Healthy Habit #6: Redundancy and Destruction

Checking the redundancy refers to 
the practice of duplicating data – or 
more accurately, data backups. You 
want to ensure your digital records 
are being backed up regularly and 
are easily accessible. (Work with 
your IT dept on this!)

On the flip-side – you also want to 
ensure that you have the ability to 
permanently delete records once 
they have met their retention. 



• Work with your IT Department
• Consider the safety of your electronic files
• Err on the side of greater access (= better self-

service)
• Access vs. Permissions
o Who can access what? (i.e. what can they see?)
o What permissions do different users have? 

(i.e. what can they do with the record?)

• Data security / encryption / MFA, etc.
• Establish where a record kept during each 

phase of its lifecycle

Healthy Habit #7: Security and Access



Where Should You Store Your Digital Files
File Explorer (aka. Network 
Drives, local drives, shared 
drives)
• Not easy to search
• Hard to apply permissions
• If you (the records manager) 

can’t see them, then you can’t 
ensure correct response to 
PRRs

• If you move or rename a file, 
all shortcuts are broken.

Enterprise Content 
Management System (ECM)
• Robust searching capabilities
• Typically, very dynamic 

permissions/access can be 
applied

• Many allow for retention to be 
applied

• Allow for easy offsite access
• Automation helps create 

consistency and improves 
efficiency

Do NOT store digital files solely on external hard drives, USB drives, or CD’s – these are 
easily lost and there is a limit to their lifetime! (But a good option for back-up storage)



Tips and Tricks 
For Organizing 
Your Electronic 
Records







Folder Structure Do’s and Don’ts
Create a Logical Structure:

• DO Start with broad categories (like departments)
• DO Group records by function (like “Contracts” or “Legislation”)
• DO Create subfolders based on more specific criteria (like dates, 

type, etc.)
• DON’T create multiple folders with overlapping categories (it can 

lead to confusion, inability to locate items, and duplication) (e.g. 
Templates vs. Forms)

• DON’T ignore future use - consider, “could someone who has never 
done this job before find what they need?”

• Consider utilizing stage-based organization (“Drafts” “Closed” 
“Final”, etc.) for subfolders especially if you cannot apply retention 



Folder Structure Do’s and Don’ts
Simplify and Avoid Complexity; Be Purposeful with Your Organization

• DON’T utilize special characters like $*&#% or “AAA” to force folders to the 
top of lists (numbering your folders is OK though!)

• DO utilize shortcuts, quick access, or colors for folders important to you (click 
and drag important folders under the quick access area of your file explorer or 
ECM – this won’t move them but will make it easy for you to find what you 
need!)

• DON’T utilize “Misc” folders unless absolutely necessary, and
• (if possible) DON’T create a folder for only one document – think about 

broader ‘like’ categories (Exception: consistency, future use)

• DO resist the urge to overcomplicate the structure with too many subfolders, 
but

• DON’T be afraid to use subfolders effectively (it’s Better to Click then scroll, 
but within reason)

Megan’s 
Recommendation



Naming Conventions & Taxonomy
• Keep names short and relevant
• Utilize taxonomy (or a classification system) for ‘like’ files/folders
• Best to avoid special characters and spaces (use – or _ when possible) in file names, 

but I prefer to use spaces in folder names!
• Content of a file name to consider: Date of creation, project name, short description, 

version (e.g. 2024-02-10_DowntownProject_AsBuilts-v2)
• When using dates the format should be YYYYMMDD (**PERSONAL PREFERENCE: put 

dashes between so it is clear that the number is a date – don’t use periods!)
• Acronyms should be avoided, or spelled out in a parent folder
• Use information that is important for disposition if you do not have metadata (i.e. if 

the retention starts when the contract expires, but not when it starts, use the 
expiration date not the start date)

• Be consistent and write out standards for all to follow! (Also remember, no one will 
EVER agree, so don’t try to get consensus on how to name things, but DO listen to 
what they have to say if they don’t like it!)

• Make sure the taxonomy is easy to understand – if you need a cheat sheet to 
remember it, it is too complicated!

Megan’s 
Recommendation



Naming Conventions & Taxonomy

If you are using Windows Explorer:
• Names should be short and 

descriptive, so you do not have to 
open the file to know what is in it.

• Using Acronyms is okay
• Shorten words whenever possible (but 

in a way that makes sense!)

If you are using an ECM:
• Utilize Metadata + Taxonomy – 

information can and should be placed 
in the metadata to describe the 
info/records contained in the 
folders/files. 

• Avoid acronyms, especially if the 
record will be accessible by the public

Strong Naming Conventions and Taxonomy Allow Records to be:
• Easily Browsable
• Sorted and Stored in a preferred order



Metadata is GOLD!

Metadata Best Practices:
• Should include information essential for disposition.
• Only use information needed for finding or sorting the record (or to ensuring proper 

disposition).
• Always allow for a “notes” section in the metadata, to ensure proper search results 

(but be purposeful with them and provide parameters). 
• Remember: there IS such a thing as too much metadata!

Good Metadata Allows Records to Be:
• Sorted in various ways
• Found easily
• Retained properly
• Automated (if your ECM can do that)

Metadata is “data about data” which means – in the context of records management: 
the information about any given record or folder that is usually assigned ‘in the background.’



Don’t Panic! 
Records are FUN!!!!
And managing them is actually more intuitive than you think...!

• Don’t fall into one of the two common records 
traps!

• Contact your Archives with Questions (if applicable)!
• Connect with your fellow Clerks
• Get involved: ARMA, NARA, State Clerk’s Group, etc.



Questions??



(847)858-6210

info@megangregorconsulting.com

MeganGregor.com

Contact Us

Megan-Gregor

@file_it_fierce

MG Consulting Services, LLC
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